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You can't shield
from all risks
online, any
more than you
can offline.

‘ Not all of those =

‘ risks have to
turn into harm! =
W@RLD

Parents / Carers and professionals will often focus on
the platform, rather than recognising it is behaviour
that poses the risk to children online...

Risk may be present as a result of.

The child’s own behaviour The behaviour of others

KIDS WORLD LA

B FRIENDING

The Social Web

What are
they
viewing?

Is it age
appropriate?
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Assessing risk from online ‘challenges’

Many young people enjoy participating g, @
in‘online challenges' %

b fun like the b
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It is estimated that over 2 billion pounds is spent on digital and online gaming in

the UK each year (www.statista.com) sl

Always check the PEGI
'\ . . rating for games!
Mobile/’Apps’ ( : "

B Www.pegi.infoi
Name & age rating for
these games?

T

New Features: ‘ Fun/ Entertainment/ Relax
Discord integration: Connect to
Discord and easily share your lobby
room code or join existing lobbies! How do you Play?

o Twitch streaming integration to start — -
streaming straight from Among Us! Local - join games with people

nearby, this is done using the players Fy
location.
‘ Online - gives the option of Host', Why do young
Public’ or Private’ . people game? FOMO (Fear
Host - allows users to host a game Of Missing
themselves.
Public - allows users to join in games 2
with random players.

Private - is where you join a game

Poll time WWW peg | | nfo with known friends using a code.
" - There is also in-game ‘quick chat’, - — -
allowing you to select automated Groom/ Exploit Addiction/ Disorder

responses. WRLD ‘g ECP
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Gami iderations... | :
, aming C”(d)nS'I eratIonsm ep‘cp LOOT BOXES
2 N @ % @ ( In computer games,
AlLoot Box is a virtual item...

...which can be redeemed to receive
ual items within the game being payed...

..ranging from clothes (or skins)
for player’s character -
to equipment - such as

NP weapons and armour
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Gambling

&
Gaming...

Card packs featuring a random selection of
players are available for purchase

Players can purchase FIFA Points using real-world
currency and use them towards card packs

Within the pack could be...
some of the world’s best footballers,
...or some of the worst....it’s a gamble

‘Whistle to Whistle' is a ban which means
that no gambling adverts are shown prior
to 9pm. However this does not apply to
gaming.

is one of the biggest influences
dren and young people gambli

E-SPORTS
EEER

Gaming Addiction/Disorder

www.uk-rehab.com

Initial Exposure

An individual’s early experiences with

gaming, during which enjoyment of and

perhaps a fascination with such games
may develop very quickly

(@
g

N
M
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Deeper Interest

Gaming begins to take up a position of greater

significance in the individual’s life, perhaps
requiring growing investment in hardware,
software and time. Other activities may begin
to take on a diminished significance in
consequence.

World Health

Organization

Growing Obsession

Gaming begins to take up a central role in the
individual’s life, with their thoughts becoming
increasingly solely directed towards gaming
and other activities and, now, relationships
becoming increasingly neglected as the great
majority of the individual’s free time is now
taken up with gaming

Full-blown Addiction

‘Gaming becomes the individual’s dominant or
even sole interest. All their free time is taken
up with gaming, and all their energies are
focused upon it, possibly at the cost of work or
academic progress. Dietary and sleeping
patterns are likely to be hugely affected by
constant gaming, and the gamer may find
themselves entirely dislocated from friends,
family and the real world
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1. Learn about games they

s

d out about who they iy e /. Sharing
with.
‘Airplane mode to

The S 1al Wel

Who are they
s oot b
SRRy

e ratings to choose sharing?

age-appropriate games.
5. Agree digital boundaries.
6. Encourage them to think .
critically about what
they share and do.

Live Streaming

Before ‘live streaming’ we need to consider...

@ flo vl

Many social media apps support
‘live streaming’ which is a popular
way to communicate with friends

and may include participating in

‘challenges’ or tasks which may
help raise awareness of particular
social issues or promote positivity

However, the NSPCC has revealed
that they believe over 200,000
children in the UK are at risk of

grooming on ‘live streaming
platforms’

What personal information is
being shared

in the background including

details about them or their

Assess risk and what could go
wrong, prior to starting the
‘live stream’ - there is no
opportunity to edit a ‘live
stream’ and so consider the
impact this could have

= o >

If ‘live streaming’ risk taking
or criminal behaviour, this
could have consequences

that may last for long period

of time

It is difficult to control who
views the content or who REC
might be recording the stream

haring personal [,
information

AJ@FESs

KIDS W@RLD

Children may share their location...

All rights reserved - Education Child

Protection LTD 2021

Have ‘location sharing’ turned on

in their privacy settings.




Children may share their location...

Sharing photo’s or
videos which give

away their location

e HOW TO GET 0UR IMAGE REMOVED

ONUNE, ON THE PHNE, ANSTIME

Ifyoure under 18 and a nude image orvideo of you has been shared online, you can
report it and to be removed from the internet, You'll need to:

 Select your age and follow the steps below.
* Create aChildline account so we can send you updates on your repart

* Report your image or video to the Internet Watch Foundation (W),

REPORT

Nude image of you online?
We can help take it down.

New tool for under-18s to report
nude photos of themselves online...

Source: https:/ /) hildli K
safety/ remove-nude-image-shared-

The Soci

All rights reserved - Education Child
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An offender may threatento share
the pictures with the child's family
andfriends

Emotional

Nudes and
T distress

semi Nudes
can leave young
people
Unwanted
attention

=4

KIDS WeRLD €RECP

WHAT CAN PARENTS
AND CARERS DO?

TALK to your child AGREE
about online sexual ground rules
abuse. Start the about the way
conversation — and ou use loves. Take an
listen to their technology as interest in their

concerns. a family. online life.

KIDS WeRLD -:'%t>

LEARN about the
platforms and
apps your child

KNOW how to
use tools, apps
and settings that
can help to keep
your child safe
online.

Qe

Who are they
chatting to?
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Yubo

Previously known as
‘yellow’ allows users to
chat and stream -
connecting with people
close by

Yolo, KiK & Tellonym are
anonymous & do not require a
phone number or
e-mail to connect

Safe Message can be used
across various messaging
platforms & allows sender to
self-destruct messages

Wink

Swipe left and right
through a bunch of new
faces and connect with

people all over the world

Telegram allows

‘communication with
complete strangers and
promotes secrecy

11in 2 children have had a virtual
relationship with someone they have
never met in the real world.
90% stated that the internet made it
easier to explore sexuality.
‘Valentine Study’ by Ditch The Labe!.

A child or vulnerable adul
sexuality is often fast
adult world of dating, ir

sexualised language and b

impact can that @< DS

Cyberbullying

Understanding terms used to describe cyberbullying

i Blocking or deliberatel: Maliciousl, ting
Maki ng hurtful killed vgdthin a gam'lngy details abouty smeoge’s
comments platform personal life

Stalking someone
online

Cyberstalking

Disclosing someone’s
sexuality or gender
identity online

The Social Web

Friending

Tha Social Wb

All rights reserved - Education Child
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What are they
sharing?

Who are they
friending/
following?

° Targeting — Real world/ Online

ﬁ‘ Contact/ Keeping in Contact ‘

{ :‘ Perceived Positive Behaviours ‘

:‘ Negative Behaviours ‘
\ ) ‘ Control & Reinforcement ‘
e‘ Abuse & Exploitation ‘
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File Sharing Networks & Risks...

Make sure your home doesn’t have an open door policy

Netflix costs have gone up.

« Children surf internet to look for films.

« 75% of the time the video downloaded has a virus.

* These viruses can hack webcams and film the
person.

* May lead to Sextortion & Capping.

* Ask learners to consider their future before using
websites to download videos.
Don’t use file sharing networks, use Netflix.

« Cover webcams with paper.

Signs a Child may be experiencing harm online...

No signs
Becoming
Being upset In(‘:reaSIngly
after using withdrawn,
their phone or L
laptop angry

CLICK HERE -

Impact on Not wanting
Mental to go to
Health school

B @ A Speaking to your child about the concern...

[ Stay calm

[ Reassure

1)
I°]
| Assess risk E
I°)

[Report & refer

Access support

Most risks online come back to Self-Affirmation. S

All rights reserved - Education Child
Protection LTD 2021 7
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Reporting mechanism for CHILDREN... ‘ Welsoms 1o Think,liknow

CEQE

A National
Crime Agency /
command

Iwww.ceop.police.ukl I www. thinkuknow.co.uk I

Are you

4-7?

Child Exploitation and Online Protection Command

11-132 woriiofoe?
REPORT
ABUSE

s R
W.RLD P el et 1 vas. essa

Advice . Help._. Report. .

Support - Childline
childline

ONUINE, ON THE PHaNE, ANYTIME

Info and advice Get support

A chance for a young person to talk to a counsellor who

= treats them with respect about any issue HOW ARE Y0V FEELING?
= work at their own pace

B cood Bad
= Confidential Ezm
.

Horrible ~ Stressed ~Depressed

(0 caller 1s traced unless at risk of serious or mortal danger

Many children prefer to talk about their problems
online, where they feel more in control.

Keeping younger children safe Monitoring online activity

Search Engines

p e Best ‘Parental Control’ software 2020 - PC Mag
s @) Qustodio || | asperskcy v

L E NortonLifelock
)

YouTube ‘Kids’ |

O oW knde

et b 3, A 4, k.

e

Also check your broadband provider for their
monitoring/safety platforms

All rights reserved - Education Child
Protection LTD 2021
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Most platforms / providers have their own safety features...

Screen
Time

Keepaneyeon
screentime

Sky Broadband Buddy
KIDS WRLD

" OSBEBU TS

Talk to experts from
02 & NSPCC

L2

0808 800 5002

How topreparefor [
secondary school
life after lockdown

Sign up for regular updates from Parent Zone

KIDS WRLD =

’ [ 2

Kids Online
World Updates

WELCOME TO
KIDS. WORLD

]

o Devices used in rooms adults are present.

o Discuss ‘friends’. .

o Use parental controls. Final thOUghtS-"

o Explain that you’re not trying to control them but
want to agree upon a set of ground rules.

o Try to stay up to date with internet trends and best
practices.

o Talk to children about the risk of disclosing personal
information.

o Have open discussions about topics like - bullying,
cyberbullying, body image, grooming, sexual
exploitation, gangs and radicalisation,

@

KIDS W@RLD

KIDS W@RLD
Online

Safety

ver off
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For online safety information visit t

www. kidsonlineworld.com

For podcasts and blogs visi
www.ecplimited.com

(it @Ece_iro

§ secenaren

@BEDUCATIONCHILDPROTECTION

W @echLD

N @EDUCATIONCHILDPROTECTIONLTD. | | BLOG POST S
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